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Logging In & Access
From March 2016 onwards we have introduced a new system for logging in to Full-Time, to increase
the security of access and to adhere to industry standards for security of online sites.
This has meant changes both to the formats of passwords, and also to the way that leagues will
assign login details to new users. Leagues will still control who has access to Full-Time, but rather
than assigning usernames and passwords, will send out invitations to users who can then set up their
own usernames and passwords to access Full-Time.
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1.1 Setting a New Password
Users will now be asked to set a new password in the following circumstances:

The first time they login after the changes to the login system in March 2016.



When they use the forgotten password option



When they are invited to set up their login details.

Leagues will no longer have the ability to modify passwords for individuals – they will have to invite
the individual concerned to set up their own login as detailed below.

When you change your password, the page will now ensure that the new password is:

At least 8 characters in length



Contains at least one upper case letter



Contains at least one lower case letter



Contains at least one number



Certain words (e.g. football) cannot be used within the new password.

If you try and create a new password which does not satisfy these criteria, an error will be shown and
you will have to input a password with the correct details.
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1.2 Forgotten Password and Failed Logins
If you try to login with a wrong username or password, Full-Time will reject the login and ask you to
re-input your login details.

If you input a wrong password three times, then you will see a “Captcha” box also appear. You will
need to check the “I’m not a robot” box in addition to entering the username and password to login.
This Captcha box will continue to appear when you login for the next two hours, but once the two
hours has passed, you’ll no longer be presented with it when you login.

If you fail to login twenty times over a two hour period, your login access will be suspended, and you
will need to have a new invitation to login created by your league. This shouldn’t happen with a real
user, but has been included as a security option to prevent robots trying to access accounts.
If you have genuinely forgotten your password, use the Forgotten Password option to retrieve it.
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1.3 Setting Up New Users to Login
To set up a new user to login to Full-Time, you should start by going to People Wizard and using the
List People option, you can see who has currently been set up with the role concerned. Note that
there is a now a column called “Has Login?” which shows whether that person has their login set up.

To set them up to login to Full-Time, you will need to “invite” them to set up their login details. Click on
the “Edit” button for the person concerned, to take you to the Update Person screen.

To invite the user to set up their login details, click on the Invite button at the top of the screen. Note
that this link will only appear if the user has an email address associated with their name, so you may
need to enter an email address and update the individual first, so you can then send the invitation.
Once you have clicked on the invite button, an email will be sent to the person concerned,
and the “Update Person” page will show that an invitation has been sent to them.

Full-Time – Logging In & Access

Page 4

Additionally, the List People page will show the person with their “Has Login?” updated to “Invited”
(which includes a hover link to show when the invitation was made.

Once the invitation has been issued, within a few minutes the user will receive an automated email
from Full-Time, which gives them a link with which they can set up their new login details.

This link (which remains active for 28 days) will take the user to a screen where they can set their
username and their own password to create their login details.

The username still has to be unique across all of Full-Time and the password is subject to the new
rules (at least eight characters, and at least one capital letter, one lower case letter and one number).
Once it has been created, the link used to create it will no longer be active.
Make sure when creating the account you make a note of your username.
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The user will be presented with an on-screen confirmation that their account has been set up correctly
and their email address will also be set as verified.

And the league will see from the “List People” page that the “Has Login?” field has been updated from
“Invited?” to “Yes”.
If you edit the user concerned, you will see that their email address and username are displayed, but
can not be edited by the league, as these are now associated with a login account. The league
therefore cannot change the username for an individual, but they can advise them of their login name
if they have forgotten it, and the league cannot change the email address if it is associated with a
login (see below for the process if you need to amend these on behalf of a user).

Note that there will now be a link at the top which allows a league to remove or reset a login if
required, which is covered in the next section.
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1.4 Remove or Reset a User Login
If you need to remove login access from a user (this includes resetting the access for a user who has
forgotten their password, and no longer has access to the email account associated with their login,
so cannot use the “Forgotten Password” option), you can do so by editing the person within the
People Wizard.
At the top of the “Update Person” page, click on the link “To find out about users with their own login,
or to remove their login click here”

This will open up a new screen “User with Own Login” which warns you that the user concerned has
control over their own email address, username and password.

If you wish to remove their login, click on the “Remove” button. This will remove
their username and password, and return you to the Update Person screen where
you will see that the email address can now be edited.
If necessary, you can then update their email address and invite them to set up their username and
password again, effectively resetting their login.
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1.5 Change and Verify Email Address
Full-Time users who login to the system are asked to verify their email address (this confirms you
have input the email address correctly) and users can also change their email address. You will be
asked to verify your email address only once, unless you change your email address.
From “Admin Home”, select “Email/Password” (if you don’t have a verified Email address, you will be
taken to this section when you log in).

To verify your email address, simply click on the “To send a verification email, please click here” link.
Full-Time will send an email to your email address, and you can click on the appropriate link to verify
your email address. If you do not receive the verification email, then check that your email address is
correct within Full-Time, and check your spam filters, in case the verification email has been sent
there.
To change your email address, simply enter the new email address in the box shown (you will be
asked to enter it twice, to confirm your email address) and click on “Change Email Address”. Your
email address on Full-Time will be updated accordingly.
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